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8 December 2025

Chong Hing Bank Detects Fraudulent Websites
Chong Hing Bank would like to alert members of the public to the following fraudulent websites:

hxxps[:]//carousell-hk[.]payfrgoods[.]shop/login/190RC417BP649H5595085
hxxps[:]//carousell-hk[.]payfrgoods[.]shop/login/289EC017AY 649H5631739
hxxps[:]//carousell-hk[.]payfrgoods[.]shop/login/216 AQ517F0649G5660711
hxxps[:]//carousell-hk[.]payfrgoods[.]shop/login/208S1917HD649T5703570
hxxps[:]//carousell-hk[.]payfrgoods[.]shop/login/388GC817RH649Q5781239
hxxp[:]//carousell-hk[.]goodstyless[.]shop/login/216WE817BF65014757834
hxxp[:]//carousell-hk[.]goodstyless[.]shop/login/245EO517TG650H4814363
hxxp[:]//carousell-hk[.]goodstyless[.]Jshop/login/351T1217GH650J4842582
hxxp[:]//carousell-hk[.]goodstyless[.]shop/login/174NG517MN650U4883149
hxxp[:]//carousell-hk[.]goodstyless[.]shop/login/220MQ517JG65054911930
hxxp[:]//carousell-hk[.]goodstyless[.]shop/login/247MW117M1650X4956390
hxxp[:]//carousell-hk[.]Jgoodstyless[.]shop/login/149YT317CQ650E4988714
hxxps[:]//carousell-hk[.]goodstyless[.]shop/login/115KG317YU651S2855058
hxxps[:]//carousell-hk[.]goodstyless[.]shop/login/175GK217XQ651U2899185
hxxps|[:]//carousell-hk[.]goodstyless[.]shop/login/354FG717TF651W2932292
hxxps[:]//carousell-hk[.]goodstyless[.]shop/login/273MD517JB651E2962876
hxxps[:]//carousell-hk[.]goodstyless[.]shop/login/3201Y017AB651M3042341

Chong Hing Bank hereby clarifies that it has no connection with the websites involved. The Bank
will report the case to the Hong Kong Monetary Authority.

Anyone who has provided personal information to or has conducted any transactions through the
above-mentioned websites should contact the Bank’s Customer Services Hotline at (852) 3768 6888
and the Police.

The official website of Chong Hing Bank in Hong Kong is www.chbank.com. Customers are
reminded to visit the Bank’s official website if they want to access the Bank’s Internet Banking

Services. For the security information of the Bank’s Internet Banking, please browse
https://www.chbank.com/en/personal/service-channels/internet-banking/security/index.shtml.
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